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Introduction

For even casual Internet users, the performance and reliability of a Web site can make the difference between pleasure and frustration. For those of us with Web sites that form an integral part of our business, however, performance and reliability are more critical. In this case, the difference can result in revenue gained — or lost.

This paper describes many of the interrelated factors behind maintaining superior Web site performance and reliability. It gives an overview of what is involved in monitoring and measuring performance. It also explains how such measurements can help to detect, diagnose, and address problems on a continuous basis to ensure reliability. This document does not present in-depth technical discussions strictly addressing technicians or engineers; it is meant to be quickly and easily grasped by readers with a non-technical background.

Executive Summary

Impatience with poor performance is the most common reason visitors prematurely terminate their business at Web sites. For commercial sites, such abandonment translates into lost revenue. It is estimated that slow performance loses e-commerce Web sites as much as $4.35 billion annually.

Administrators strive to ensure Web site performance and reliability using high-quality Web servers and Internet link equipment, and with vigilant maintenance. Good Web site performance is taken for granted when the health of the server and its links is good. Response time over the Internet is measured, if at all, using a single workstation, often local to the Web server itself. This approach does little to convey true performance as it is experienced by users and service providers across the nation and around the world.

Internet factors (such as traffic bottlenecks on specific public network backbones) that affect users’ ability to access a company’s Web site can be a particularly insidious cause of lost revenue. They may go completely unnoticed using traditional means of measuring performance. Such problems are not beyond remedy: for example, a company could establish mirrored sites in other strategic geographic locations.

True response time can be measured by collecting performance data with software agents deployed, in representative numbers and locations, throughout the public networks. The conglomerate data is then analyzed at a central location. Once in place, this sort of infrastructure can yield invaluable information that helps Web site administrators accurately diagnose and intelligently address the performance of specific Web sites, as well Internet segments and the Internet in general.

While businesses usually lack the resources to conduct such testing, they can make use of an outside performance and reliability testing service such as Keynote Perspective, provided by Keynote Systems, Inc. Keynote Perspective has established the required foundation of agents, co-located at regional network providers around the world. To ensure statistical relevance, Keynote agents measure and analyze performance data from more than 100 Internet connection points in over 50 regions. More than 20 million measurements are taken each day of thousands of e-commerce Web sites. Web site designers, server technicians, hosting providers, and any web-enhanced business will find this service an invaluable aid in providing performance and reliability to users.

The Importance of Performance & Reliability

 Any primer on Web site design emphasizes the hazards of slow performance. Web surfers as a group exhibit little patience for lengthy page load time and are liable to click their way to faster, more engaging sites. For that reason, Web site designers are cautioned against heavy use of graphics and page elements that can bog down load performance.

For commercial sites that depend on their Web sites to generate revenue (either indirectly through marketing and advertisements, or directly through e-commerce applications), loss of Web site visitors often means loss of business. Slow or unreliable performance at these sites has real consequences for the bottom line. Performance is a particularly sensitive issue for e-commerce sites, where potential buyers typically must download multiple pages and data, as well as supply information to the vendor. Slow performance costs e-commerce Web sites as much as $4.35 billion annually in lost revenue.

Seconds Count

A widely accepted rule of thumb puts the waiting threshold for average users at eight seconds. That is, a Web page that takes any longer than eight seconds to load is at high risk of losing its audience. If this seems extreme, consider this: a report by Zona Research, Inc. describes a Web site that reduced from 30 percent to 6-8 percent the rate at which visitors abandoned the site from the home page. This was accomplished by reducing the load time of the page by approximately one second.
 Clearly, the World Wide Web is a place where seconds matter.

Web Site Performance and the Internet

Web page design is by no means the only consideration in download speed. The Web itself is an uncertain environment in terms of performance. It consists of a heterogeneous mix of servers interconnected by a wide variety of transmission infrastructure and switching devices, and is accessed by users employing everything from powerful mainframes connected with high-speed broadband to low-end workstations connected with 14.4 modems. Traffic bottlenecks or equipment breakdowns can occur at any point within the composite system: at Internet Service Provider (ISP) sites, at a carrier’s central offices, or anywhere along the carrier backbone. There is no network administrator for the entire Internet.

While important, efficient Web page design therefore represents merely one small component of Web site speed and reliability. The same applies for Web server hardware and software, whether it is maintained by the business itself or by outsourced hosting services. Web server administrators typically ensure quality of service and the performance of Web sites through process performance monitors and logs generated by the servers. This approach has serious shortcomings. It evaluates Web site performance and reliability from the inside looking out, whereas customers evaluate the Web site from the outside looking in. Sole reliance on performance and connection status at the server level can badly mislead a business about what actual users experience on the Web.

Accurate Web Site Performance Assessment: The Business Value

To understand the limitations of a server-based assessment of Web site performance and the adverse impact it can have on business, consider the hypothetical case of a $38 billion nationwide retail chain. In addition to profitable brick and mortar stores, this chain has for years issued a highly successful mail order catalog that it recently adapted to an e-commerce Web site.

The site already receives heavy traffic and generates online sales up to and sometimes exceeding the company’s conservative projections. The Web server, a powerful mainframe computer located at the company’s headquarters in Oklahoma, easily handles the load. The CIO of the company presents performance statistics at a top-level executive meeting, all indicating that the server and its Internet link are operating at pitch level on a 24x7 basis. A regional breakdown of online orders shows the northeastern seaboard surprisingly flat in comparison to expectations, but it is decided that expectations there were inflated and that the Web site is a success overall.

Lost Business Through Hidden Causes

What the retail chain does not know is losing it untold revenue. A problem does in fact exist, but it is a traffic flow problem on the Internet involving major carrier equipment. It is causing chronic slowdowns affecting many users who try to access the company’s Oklahoma server via New York area ISPs. This in turn is causing high abandonment rates for users in this densely populated region.

While the company can do nothing to remedy the problem itself, identifying it can lead to a solution. A mirror site (one identical in content and functionality to the original site) at a location in the Northeast would, in this case, return the investment almost immediately. Remember that, for e-commerce Web sites, a mere second of load time can make the difference between abandonment and a sale.

Measuring Web Site Performance

As seen above, problems existing on the Internet can have an insidious impact on revenue gained from a Web site. Had the retail chain been equipped to measure the actual performance of its Web site from the customer perspective, rather than assuming it from the healthy performance of its Web server and Internet link, it would have quickly identified the existence of a problem. Given comparative performance measurements and statistical data collected from the Internet, the company would have had a way to systematically diagnose the source of the problem. In fact, such data could have been used  to predict the performance improvement a mirrored site might provide, as well as to determine actual improvement after deployment.

Obtaining Comprehensive Measurements

The only way to obtain accurate Web site performance data from the user perspective is for measurements to be taken at customer locations — in other words, from points on the Internet. This is accomplished using intelligent agents: software routines that run on workstations accessing the Internet. Agents monitor and transmit vital data about specified operational or performance factors. They can be set to issue data on a regularly scheduled basis, or to issue notification when certain operational conditions occur — for example, an error condition where a specified Web site URL cannot be found.

Any attempt to gain a comprehensive view of Internet performance requires measurements to be taken from diverse points on the Internet. In our retail chain example, positioning agents on a single carrier backbone in Oklahoma would not have revealed their problem. Numerous agents are also required for compiled data to have statistical relevance. Finally, accuracy requires that the placement of agents reflect the true usage pattern of the user population. This should take into account both geography (with more agents in high-density urban areas) and topology (with more agents using major service providers).

Problem Diagnosis via Performance Measurements

Having a widespread, statistically relevant, and strategically arranged network of agents in place provides the input source for a centrally compiled database. Together, the network of agents and the database form the underlying infrastructure for a wide range of valuable diagnosis and analysis. Some examples of this are:

· Notifications can be issued to Web site administrators when performance deteriorates beyond a specified threshold. This alerts the administrator of problems to be diagnosed.

· Comparisons can be conducted by monitoring the performance of numerous key sites on the Internet against an administrator’s own Web site. This lets the administrator know whether or not performance deterioration is being caused on the Internet or locally.

· Comparing performance levels can also help in diagnosing causes of problems that are occurring on the Internet. These include DNS look-up problems, routing problems, backbone problems, or problems with an ISP.

· By comparing downloads of identical size, a company can determine how a competitor’s Web site stacks up with its own in terms of performance. Using a similar approach, a company can evaluate how its own network provider compares with others used by different Web sites.

· Performance variables and trends can be analyzed by taking measurements over the course of time.

Maintaining Statistical Accuracy

Measuring the Internet is a complex matter, both in terms of how measurements are taken and in how the results are presented. It may be a fairly straightforward matter to use download error messages, for instance, to debug newly designed Web pages. However, assessing aggregated data from the Internet can be deceiving if compensation is not made to account for error and bias. Many interrelated factors must be considered. Examples of these are:

· Data Variability — A simple statistical average is insufficient in making more rigorous comparisons. An example might be two Web sites that each register an average download time of 10 seconds. A more granular presentation might reveal that one site has download times that all fall between 9 seconds and 11 seconds, while the other site has download times of 1 second half the time, and 19 seconds for the other half.

· Bias — Bias is the result of taking measurements that over or underrepresent particular segments of the Internet user population. Types of bias include characteristics of the workstation used in taking the measurement that might impact accuracy, and performance differences experienced by users with different types of web browsers.

Using a Performance and Reliability Testing Service

As can be seen from this brief overview, measuring Web site performance and reliability in a comprehensive manner is no simple matter. It requires the establishment of an extensive and well-organized underlying infrastructure. This goes beyond anything in which most companies doing business on the Web would care to involve themselves.

Fortunately, such companies (which include ISPs and hosting services as well as companies with e-commerce sites and sites that advertise) can avail themselves of a service that has already laid the groundwork for measuring Web site performance and reliability. Outsourcing the infrastructure aspect eliminates having to install, configure, and perform update maintenance on the extensive and widespread network of agents required for comprehensive Web site performance measurement. The following section describes such a service, Keynote Perspective, which is provided by Keynote Systems, Inc.

About Keynote Perspective Service

Keynote Perspective was established to address Keynote System’s finding that the majority of problems users experience in accessing Web sites occur outside the Web server. Typically such problems involve the backbone networks and their linking peering points (points where one carrier-class Internet backbone provider accepts and relays traffic from another carrier-class provider). In designing its Perspective service, Keynote established a global network of measurement agents along the lines of what has been described in the previous sections.

Providing the Infrastructure for Comprehensive Measurement

Spotlight on Keynote Agents

Keynote agents measure a list of target URLs at regular intervals. Measurements can be taken of a single Web page or of multi-page downloads. These consist of  html pages along with all their component images.

Each measurement consists of an HTTP GET request (rather than a “ping” that merely checks the accessibility of an IP address). The GET request is made of a Web page or other object on a Web server. The measurement starts at that point and ends after the page is downloaded.

In addition to the round trip time, the agents also keep track of various components of the download time, such as DNS look-up, TCP connection setup, HTTP GET (time to first byte), any redirects that occur, and html page download.

Keynote agents run on NT computers co-located at regional network providers around the world. Each of these network providers is an ISP, backbone provider, or web hosting company with at least multiple T3 access to the Internet. To ensure statistical relevance, Keynote agents measure and analyze performance data from more than 100 Internet connection points in over 50 regions. More than 20 million measurements are taken each day of thousands of e-commerce Web sites. Accuracy in representing user patterns is maintained by operating more agents from larger metropolitan areas (such as New York, Los Angeles, London, Stockholm, and Tokyo), with the largest number of agents accessing the Internet via major carriers such as UUNET and Sprint.

Comprehensive data about Web site quality of service is reported in near real-time to a database at Keynote’s central Operations Center in San Mateo, California. There it is analyzed using uniquely accurate statistical methodology, and the information generated as informative graphs and readouts. Customers can access their information via web browser using Keynote’s MyKeynote browser interface. They can also arrange for notification to be issued when certain conditions — such as a specified drop in performance — occur on their Web sites. Notification can be received via e-mail or pager, as regularly scheduled reports or as alerts, or both.

Keynote conducts performance monitoring of 40 top Internet sites, the Keynote 40, which serve as a diagnostic control group against which Keynote customers can compare performance of their own Web sites. The resulting graph can help Keynote customers determine whether the source of slow performance is their site alone or the Internet as a whole.

Keynote Systems issued the following checklist as a reference for comparing services:

	MEASUREMENT SERVICE CHECKLIST
	DESCRIPTION

	Complete Line of Measurement Services
	· Web Page Downloads - Measurements over leased lines, dialup lines, cable, DSL

· Multi-page Interactive Transactions

· Streaming Content

· Diagnostic Services

	Measurement Agent Network
	Accuracy is ensured by the most complete agent network possible.  Measurement agents should be in the top metro areas on all the top backbones worldwide.  A minimum of 65 agents are needed in the U.S. alone to produce a reasonable accurate estimate of performance. Keynote has the largest infrastructure of measurement agents in the world.

	Robust Statistical Analysis
	Keynote provides a patent pending methodology, Accustat, for combining Internet data to produce the most accurate results possible.

	Data Display and Analysis
	Keynote provides an online interactive Web site with the following features:

· Graph data by time, metro area, agent, errors, backbone, or component

· Post or save graphs for later viewing or to show others

· Daily e-mail reports sent to any e-mail addresses

· Compare any number of URLs

· Compare data to industry standard indices

	Alarms
	Alarms can be set to trigger on:

· Performance slow down

· Error rate

· Site down

Alarms can be received via e-mail or pager, and include SMS support

	Diagnostic Services
	· Diagnostic drill down in MyKeynote
· Instant measurement with detailed component breakdown

· Traceroute

· Ping

· NSLookup

	Professional Services
	Keynote’s Professional Services maintains a complete staff of experts who can help analyze and interpret Keynote data.


Customized Services

Keynote Systems offers customizable services based on its specialized agents, its database analysis, and its performance measuring infrastructure. The Perspective service itself is available in several packages. These range from services designed to measure optimal download time for a single web object or file to services designed to specifically measure typical consumer access (via 56 Kbps dial up, cable modem, DSL) or sophisticated e-commerce Web sites that use sophisticated security and transaction technology. Various levels of geographic coverage are available, as well, from coverage of 10 major U.S. metro areas to 50 global metro areas.

In addition to the Perspective service, Keynote offers:

Keynote Lifeline — This is an entry-level service for monitoring Web site performance and availability, as measured from a single-city location. It features the same data analysis, diagnostics, and automation of Perspective.

Keynote Professional Services — This provides a Quality of Service Audit designed to help companies deliver peak service levels to online customers of their e-commerce Web sites.

Keynote Custom Agents — These can be configured and deployed into a private agent network to measure and assure the performance of a corporate intranet or to benchmark a Web site against competitors.

Conclusion

Despite substantial investments in online advertising and e-commerce, companies face significant challenges in building and maintaining high-performance commercial and e-commerce Web sites. The ad dollars spent on e-commerce alone increased as much as 1,400 percent last year.
 For this investment to realize a return, there must be Web site visitor-to-customer conversion on a large scale. However, the conversion rates have in fact proven rather disappointing. A significant factor in this poor showing is users losing patience with slow Web sites. While efficient Web page design and high-quality and well-maintained Web server equipment are critical in combating slow performance, they are only a small part of performance and reliability on the World Wide Web.

A service that provides a way to measure performance form the user viewpoint can help enormously in making realistic assessment of true Web site performance, and troubleshooting problems. Keynote Systems, Inc., the largest and best known Web site network monitoring service, achieves this by deploying intelligent agents at more than 100 Internet connection points in over 50 regions throughout the world. Data from these agents is collected in a central database and analyzed according to accepted statistical methods. This establishes the foundation to supply highly useful information to Web site designers, Web server technicians and hosting providers, Internet Service Providers, and any business using a Web site to generate revenue.
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